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EXECUTIVE SUMMARY

This document describes the work carried out in DS2 Work Package 3 up to M30 of the project. The solutions,
applications, methodologies, and supporting activities reported in this deliverable are related to tasks T3.1,
T3.2, T3.3 and T3.4 of the WP and contribute to the following objectives:

e 03: To specify methodologies and models to protect the sovereign rights of data owners and enable
compliance with European data regulations over complex lifecycles of data sharing, aggregation and
provenance:

o 03.1: Provide knowledge and tools to support data sovereignty over complex data lifecycles.

o 03.2: Provide support to practitioners for governance and relevant policy regulatory
compliance for data.

o 03.3: Enable management of rights to data sovereignty over its complex lifecycle.

o 03.4: Determine motivations and barriers for sharing data and strategies to lower barriers.

The formal WP deliverables are software deliverables (Type: OTHER), and therefore the software, source code
where applicable, technical documentation, and detailed progress tracking are primarily maintained through
the DS2 GitHub documentation, which continues to evolve and grow over time. The online documentation
includes module overviews, architecture information, component descriptions, example screenshots,
installation and usage guidance, and other relevant material.

This accompanying document provides an updated overview of the WP3 activities and outcomes up to M30.
It includes an introduction to the WP, followed by a description of the software and non-software results
achieved since the previous reporting phase. A dedicated section summarises the progress of each software
module, including developments since D3.2. The deliverable also reports on KPls, primary risks, and primary
issues for the WP, and concludes with an overview of the status and next steps towards the final phase of the
project.

In summary, WP3 is on track. By M30, the vast majority of the expected software and methodological artefacts
have been delivered or substantially completed, and the remaining work is now focused primarily on
supporting the Use Cases, validation, demonstration, refinement, and final documentation.

DELIVERABLE D3.3 - Data Governance and Methodologies - Outcomes Phase |l 4
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1 INTRODUCTION

DS2 WP3 encompasses a comprehensive set of methodologies, survey analyses, and software modules,
focussed on the themes of data governance and risk assessment.

This document builds on the results of the survey initiated in D3.1 and further reported in D3.2, it updates the
work on the creation of data products, and it discusses the continued development of the policy management
lifecycle and risk assessment activities up to M30.

From a software point of view, the key modules in DS2 which address policy and risk management in this WP
are:

e DS2 Sovereignty Decision Support Module SDS
e DS2 Data Rights Management system DRM

In addition, modules DS2 Policy and Enforcement (PAE) and DS2 Policy (PCR) are additional policy centric
modules developed in other work packages (resp. WP4 and WP6) and are briefly introduced for presenting
the general overview, while SDS and DRM, developed in WP3 are presented according to the DS2 software
template in Section 3. Note that PCR was formally called “DS2 Policy Creation” but due to an extension of its
functionality has been renamed.

The main partners involved are UoS, ATC, VTT, other technical partners also had resources in the WP and
provided a support and harmonization role (e.g. INDRA formally in WP4). All users have minor resources in the
WP and participated intermittently/as necessary in meetings and/or email exchanges.

The formal WP deliverables at M30 are all software (Type: OTHER), so the software, possibly source code,
documentation and detailed progress tracking are primarily on the DS2 GitHub which continues to evolve and
grow in content over time - https://ds2-eu.github.io/documentation/. In addition, WP3 has used this
deliverable to also report on the continued work from D3.2 delivered at M18; hence its structure is enhanced.

1.1 Document Structure

e Section 1: Introduction
e Section 2: Module Description and Overall Status
e Section 3: Software progress
e Section 4: Additional Activities
o DS2 Risk Knowledgebase
o Policy management lifecycle
o DS2 Policy and Metadata Vocabulary.
e Section 5: KPI, Risks, and Primary Issues
e Section 6: Conclusion
e Annex A: DS2 Policy Vocabulary FINAL v2.2.

1.2 Glossary and Abbreviations

A definition of common terms related to DS2 as well as a list of abbreviations, is available at
https://www.dataspace2.eu/results/glossary

1.3 External Annexes and Supporting Documents

External Documents:

DELIVERABLE D3.3 - Data Governance and Methodologies - Outcomes Phase |l 5
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e DS2 D2.2 Requirements, baselines, KPls, Architecture & Specifications
e DS2 Communication, Dissemination, and Exploitation report (M18)

e DS2 D3.1 Data Governance and Methodologies - Outcomes Phase |

e DS2 D3.2 Data Governance and Methodologies - Outcomes Phase |l

e Risk identification spreadsheet

2 WP3 MODULE DESCRIPTION AND OVERALL STATUS

This section focusses on the technical presentation of the software modules developed in WP3 (SDS and DRM).
In the figure also the other two main relevant modules are presented.

2.1 Modules

DS2 Curation DS2 DARC

N e
NPy E I!Ea

DS2 DRM DS2 Poll DS2 Catalog DS2 Identity

Purpose

SDS supports the risk assessment of potential data sharing in the context of Data
spaces. It requires both the data provider and data consumer to perform a local
assessment and then share the result with the counterpart. Separate sub modules of
the SDS allow the execution of the local assessment and the comparative analysis of
the results supporting “risk and trust assessment”.

DS2 Sovereignty

Decision Support

DRM DRM enhances the management and security of digital asset transactions through a
robust blockchain-based Data Rights Management (DRM) system. It is designed to
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perform critical functions, including the notarization, tracking, and validation of all data
rights transactions both within individual Dataspaces and across multiple participating
Dataspaces

DS2 DRM

The modules fit is as follows:
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Figure 1: Modules fit

2.2 Status

In terms of the percentage tracking / status columns, these are a high-level best-estimates given by the
developers based on the detailed per-module tracking activity for features expressed in Section 3 and
according to the methodology identified in Annex A of the D6.1 deliverable.

Modul Task Partners License  Software Estimated How to How to | Marketing PORTAL Marketplace
e Type Status @ | Completion Install Configure “vs | Video Helm Chart  Entry
M30 Month “vs 0.9”
0.1”

SDS T3.2 UoS Apache | 100% M30 On By education M30 M30 M30

2.0 Github | session
DRM T3.3 ATC Apache | 100% M30 On By education M30 M30 M30

2.0 Github | session

2.3 Major Changes/Deviations impacting this WP

e None
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3 SOFTWARE PROGRESS

The software, documentation, and progress for the modules developed is located at the DS2 GitHub repository
accessible by the links below. These links give the current module documentation and at the top further links
to the software and module progress. At M18 the modules were still under development, and documentation
was limited to essential information whereas at M30 it has been enhanced. The framework for
documentation, enhancements, and progress monitoring is identified in Annex A of WP6 deliverable “DS2 D6.2
- FEDERATED IDT PLATFORM - PHASE II”. Progress is monitored through two-weekly sprints with detailed
highlights in terms of the documentation, accompanied by How-Tos, API definitions, etc. Further module
documentation will evolve as the project progresses and based on further testing, user feedback etc.

Module Link

SDS https://ds2-eu.github.io/documentation/modules/SDS/
DRM https://ds2-eu.github.io/documentation/modules/DRM/

The remainder of this major section identifies for each module:

e Areminder of the architectural diagram

e Summary table of primary feature progress based on the functionalities and status of completion at
M30 and which were defined for each module in the D2.2 Architecture annexes. Progress was
measured via bi-weekly highlight/sprints/meetings. Highlight 1 represented 2025-02-04 and highlight
10 is the last two weeks of June 2025 all reported in RP1. Highlights 11 to 35 represent the period up
to end June 2026. Also indicated in the table (in the right columns) is an expectation of when each
feature will be completed (100%) at milestones M18, 24, 30, and 36 noting that to ensure a suitable
validation plan all software should be completed by M30. Since some feature implementations may
still be in progress, then the percentages may be less than 100%. Details and highlight narratives are
at the above links.

e Activity progress of the partner(s) involved in terms of features implemented noting that feature
descriptions are at the above links.

e A use case validation plan, with an example of the PORTAL below. “Default Install” (BLUE) means that
the module is either used or installed by IDT by default, whereas “Specific to Case” (GREEN) implies
its use is specific to a particular use case, for example, UC1.2 — these cases were described in D2.2 and
D7.1. A BLUE with no usecase mention implies that the module will be needed/used whereas if a case
is listed it means it will be needed/used AND that formal validation will take place in that pilot.

KEY: Default install, Specific To Case
UC = Validation UC =Validation
Module ID Precision Agriculture Green Deal City Scape
PORTAL ucza.2 UC1.1,UC1.2

e Changes from M18: Any significant changes to the module from M18 are briefly explained.

DELIVERABLE D3.3 - Data Governance and Methodologies - Outcomes Phase |l 8
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3.1.1 Architecture Diagram

SDS: Sovereignty Decision Support System
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3.1.2 Sample Interface

There are two different user interfaces for this module. One is the interface for risk assessment derived and
customized directly from Spyderisk (see below the NON customised version) and one is defined for the report

analysis.
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Reporting ~
EZEER /2pi/va/ssmiools/reporting/create-report-from-url Creste Report From Ur ~

Generate a system model risk report from a Spyderisk system model URL
This endpoint takes a system model URL as input, and returns the generated CSV risk report as a downloadable file.

The system model URL can be found in the Spyderisk Dashboard by clicking the model's Share Model icon and copying the Edit Access or View-only Access URI. Trailing path segments such as /edit or /read may
be included, however, the report tool will remove these automatically, if present.

Parameters
target_url : URL, the full Spyderisk system model URL.
Returns

StreamingResponse A streaming HTTP response containing the generated CSV risk report, with the "Content.Disposition” header set for file download

Parameters Try it out

Name Description

target_url * e

string(suri) target_url

(auery)

Responses

Code Description Links

202 Successful Response No links
Meda type

applicationfjson -

Cortrols Accept header.
Example Value | Schema

“string”

422 Validation Error No links.

Media type

applicationfjson ~

Example Value | Schema

500 Internal server error. No links
EZER /2pi/v2/ssmtools/reporting/create-report Creste Report v
BEEEIN /2pi/v2/ssmtools/reporting/create-report-from-url-async Create Report From Url Asyne ~
Sl /2pi/va/ssmtools/reporting/create-report-async Create ReportAsync ~
| | /api/v2/ssmtools/reporting/status/{report_id} GetReport Status ~

~

| /api/v2/ssmtools/reporting/dounload/{report_id} GetReport Download
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Consequence Risk Control Residual Risk
Malware |nfect|o.n_at Compliance I?aptop_ du_e to Unauthonsed (_:llsclosure of ! lAnti Malware At Host ("Compliance ) ) )
lexecution of malicious attachment in email client lcompliance evidence at Compliance 3 Laptop”) 1 IThis control is effective
"Compliance Mail" on "Compliance Laptop". Repository ptop
Exploitation of upload interface in service "Risk Report . . " nocn T
IAPI" by authenticated user with access to report prss i '." ity e T B i Valld“a A SaTtE( 1 IThis control is effective
Pl 3 IComparison Report Report API")
submission function.
fhyslcal |“mrus|on into private space "Risk Office" from  |Unauthorised modification of risk 3 |Physical Locks At Space ("Risk Office") 1 this control is effective
[World]". lassessment data
Credential guessing attack against "Audit Admin" Unauthorised disclosure of Multi Factor Authentication For 1 Hrhis control is effective
laccount on device "Audit Workstation". kybersecurity Risk Report ccount ("Audit Admin")
Storage fall_ure at Risk DB Server" without current Loss‘of availability of Risk Reporting 3 Daily B"ackup At Host ("Risk DB 1 rhis control s effective
backup availability. IService Server")
'Use &.::f .unmanage:d persolll'lal device to upload risk data s e R Ul St 3 Personﬁl Device Oversight ("Personal 1 Hrhis control is effective
into "Risk Reporting Tool". Laptop")
Remoﬁe exploitation of public-facing service "Report Loss of rAe||ab|||ty of Risk Report Block Interface ( “[Interface:(ka App 0 Hrhis control is over-effective
Portal" through vulnerable web framework component. [Comparison Tool erver)-Internet]")
an.llege misuse by se.rwce account "Report Processor’ i ised e of 3 L.L'east Privilege At SfNICe Account 1 Iieaalbeiiza
during report conversion. data in report attachments Report Processor")
[Man-in-the-middle interception of report upload data  [Unauthorised disclosure of submitted En crypted Chan'[w:‘] Betweén Services . . :
. . ) 1 |("Upload Portal", "Processing 1 [This control is effective
1 internal services. risk reports o
Service")
Insufficient audit logging at service "Download Service". prssaiiagseilliy o e e 3 AUd'.t L?gglng Fiizaies (ol 1 [This control is effective
eport access iService")
Long-‘llved a'ccess token generated by "Token Console Unauthc.Jnsed access to Risk 3 IToken Efmry Policy At Service ("Token 1 Hrhis control is effective
remains valid after user role change. IComparison Outputs [Console")
Incorrect classification of d report as dard [U horised disclosure of risk (Classification Label At Output N . o
A . i |5 N = 1 IThis control is effective
internal document. indings Comparison Report")
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Compliance Risk Report

Compliance Set Compliance Set Compliant Compliance Threat Control Strategy
lLack of legal basis for use of "D2" related to "StudentUser" by "Risk Reporting Tool": since the  |GDPR Art.6.1a.Processing By Consent  [TRUE
GDPR GDPR compliance threats. TRUE data is related to a person who is a citizen or resident in a state where the GDPR applies, a legal |("D2", "Risk Reporting Tool",
basis is required to process the data. "StudentUser")
Personal data "D2" should be stored in a suitable location: since "D2" relating to "StudentUser" |GDPR At Jurisdiction ("UK") ITRUE
lis subject to the GDPR, it should be stored in a device in a GDPR-compliant jurisdiction or run by
GDPR GDPR compliance threats. TRUE  [an approved operator. If neither of these regulatory/contractual solutions are available, you

need to store the data on a different device.

Personal data "D2" should be stored in a suitable location: since "D2" relating to "StudentUser" |GDPR Privacy Shield At Organisation ITRUE
iis subject to the GDPR, it should be stored in a device in a GDPR-compliant jurisdiction or run by |("University of Southampton")
an approved operator. If neither of these regulatory/contractual solutions are available, you
need to store the data on a different device.

Personal data "D2" related to "StudentUser" should be processed in a suitable location: since  |GDPR At Jurisdiction ("UK") ITRUE
"D2" relating to "StudentUser" is subject to the GDPR, it should be processed in a GDPR-

ce liant juri: or by an appi d operator. If neither of these regulatory/contractual
lsolutions are available, you need to move the process to a different host, or move the host.

GDPR GDPR compliance threats. TRUE

GDPR GDPR compliance threats. TRUE

Personal data "D2" related to "StudentUser" should be processed in a suitable location: since  |GDPR Privacy Shield At Organisation ITRUE
"D2" relating to "StudentUser" is subject to the GDPR, it should be processed in a GDPR- ("University of Southampton")
GDPR GDPR compliance threats. TRUE  |compliant jurisdiction or by an approved operator. If neither of these regulatory/contractual
solutions are available, you need to move the process to a different host, or move the host.

Lack of legal basis to store "D3" related to "ExternalReviewer" at "Comparison Archive": since

data "D3" is related to a person who is a citizen or resident in a state where the GDPR applies, a
legal basis is required to collect and process their data.
Extra measures are needed for "Risk Reporting Tool" to store "D4" related to "Under18User" IGDPR Art.8.2.Guardian Approval ITRUE
ho may be a child: the legal basis for this data processing is consent, but "Under18User" may |("Under18User")
be a child, so additional measures are necessary for their consent to be valid.

GDPR GDPR compliance threats.

GDPR GDPR compliance threats. TRUE

3.1.3 Primary Feature Progress

Functionality (M18) [11[12[13[14[15[16[17 [18 (1920 |21 |22 |23 |24 |25|26|27 (28|29 |30 |31|32|33|34|35 M18| M24| M30| M36
DARC Interface and back end 75| 80| 80| 85| 85| 90| 90| 95| 95/100/100]100{100|100{100/100|100/100|100{100|100{100/100|100({100|100| - 90| 100| 100{ 100
Improve Information Retrieval for Reporting 100(100(100|100{100|100{100(100| 100/ 100|100{100{100(100|100| 100|100|100{100{ 100|100/ 100| 100| 100| 100{100| - 100 100 100| 100
GUI (DS2 portal Integration) 90| 90| 90| 90| 90/100|100]100|100{100{100/100/100|100{100|100{100{100/100/100|100{100|100{100/100|100| - | 100| 100| 100| 100
Security Layer 80| 85| 85| 85| 85| 85| 90| 95| 95/100{100/100/100|100{100|100{100{100/100/100]100|{100|100{100/100|100] - | 100| 100| 100 100
Report Analysis interface 30| 30| 30| 30| 30| 30| 30| 30| 30| 30| 30| 35| 35| 40| 45| 50| 55| 60| 65| 70| 75| 80| 85| 90| 95|100| - 30| 35| 100{ 100
Deployment Documentation 35| 35| 35| 35| 35| 35| 35| 35| 35| 35| 35| 35| 40| 45| 50| 55| 60| 65| 70| 75| 80| 85| 90| 95[100|100| - 60| 40| 100| 100
Ul for risk reports 50| 50| 50| 50| 50| 50| 50| 50| 50| 50| 50| 50| 50| 55| 60| 65| 70| 75| 80| 85| 90| 95/100/100(100|100| - 40| 50| 100 100
DS2 Risk Knowledge base v1 90| 90| 90| 90/100/100|100{100|100{100{100/100/100|100{100|100{100{100/100/100]100{100|100{100/100|100| - 90| 100| 100{ 100
Report Analysis software 25| 25| 25| 25| 25| 25| 25| 25| 25| 25| 25| 25| 25| 30| 35| 40| 45| 50| 55| 60| 65| 70| 75| 80| 85/100| - 20| 25| 100| 100
DS2 Risk Knowledge base v2 10| 10| 10| 10| 10| 20| 20| 20| 20| 20| 20| 30| 30| 30| 50| 70| 90| 95|100|100|100/100/100|100|100{100| - | -- 30| 100| 100

3.1.4 Activity

Between M18 and M30 the SDS moved from an integrated baseline capability towards a more complete and
consolidated module, with the DS2 Risk Knowledgebase v2 completed and integrated into the UOS
background Spyderisk software. Effort during this period concentrated on four main areas: maintaining
interoperability with the DS2 environment, completing and integrating the extended Risk Knowledgebase,
advancing the reporting and explainability components, and progressing deployment documentation.

During the first part of the project, the main focus was on setting up the interoperability of the SDS with the
other DS2 modules and ensuring that Spyderisk could operate within the DS2 technical environment. This
included integration with the DARC module and with the DS2 portal through the Dash button and related
graphical interfaces. These foundational activities were substantially completed before M18. As reflected in
the progress tracking, the DARC interface and backend, the DS2 portal integration GUI, the security layer, and
the improved information retrieval for reporting had all reached completion by the M11-M20 period. During
M21-M30 these elements remained stable, with the work focused on maintaining compatibility, supporting
integration activities, and ensuring that the implemented interfaces continued to function correctly with the
evolving DS2 architecture.

A major activity during the period was the completion of the DS2 Risk Knowledgebase v2. In parallel with the
earlier software integration work, an activity on sovereignty threat identification had been performed to
support the improvement of the DS2 Knowledgebase. As described in subsequent sections, this threat
identification activity is not itself a software feature, but it is required to extend the Knowledgebase and allow
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the risk assessment to address data sovereignty concerns. During M21-M30, the focus moved from
identification to refinement, encoding, and integration. The identified sovereignty threats, assets, controls,
and risk relationships were encoded in a form that could be used directly by Spyderisk within the risk
assessment process. This work progressed steadily from M21 and reached completion by M28. By M30, the
DS2 Risk Knowledgebase v2 was completed and integrated into Spyderisk, enabling the SDS to apply the
extended sovereignty-oriented Knowledgebase in risk assessment scenarios.

A further important activity concerned reporting and explainability. While Spyderisk already supported a form
of reporting, the original reporting approach was not sufficiently modular for the DS2 needs and created
challenges when trying to explain or justify the correctness of the risk assessment to end-users. For this reason,
effort was dedicated to improving the retrieval of information from the Knowledgebase and making the
reporting process more modular and explainable. The improved information retrieval component was
completed early in the project and remained fully available throughout M21-M30. Building on this, work
continued on the report analysis interface, the Ul for risk reports, and the report analysis software. These
components are intended to support the analysis, presentation, and explanation of risk assessment results, so
that users can better understand the risk output and the underlying Knowledgebase information used to
produce it. During M21-M30, the report analysis interface advanced from 35% to 75%, the Ul for risk reports
from 50% to 90%, and the report analysis software from 25% to 65%.

Deployment documentation also progressed during the same period, moving from 35% at M21 to 80% at M30.
This activity reflects the transition from early integration and development work towards a more consolidated
component that can be deployed, configured, tested, and validated by partners. The documentation work has
been developed alongside the software and integration activities, with the aim of supporting installation and
use of the SDS in the DS2 environment.

Overall, by M30 the core SDS interoperability activities were complete, including the DARC interface and
backend, portal integration GUI, security layer, and modular information retrieval. The main achievement of
the period was the completion and integration of the DS2 Risk Knowledgebase v2 into Spyderisk. The reporting
and deployment-related components also progressed substantially and will continue to be refined as part of
the remaining implementation, validation, and bug-fixing activities.

3.1.5 Use Case Validation Plan

KEY: Default install, Specific To Case
UC = Validation UC = Validation
Module ID Precision Agriculture Green Deal City Scape
SDS AllUC AllUC All UC

3.1.6 Changes from M18

e None
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3.2 DRM

3.2.1 Architecture Diagram
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3.2.2 Sample Interface
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D$2 has received funding from the EU Horizon Europe Rescarch and Innovation programeme CL4- 2023 DATA 07 under grant agreement No.101135367, and by UK Research and
Innovation under the UK govemment.
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All Logs

AllEntry Types  Connectorlogs  Componentlogs  Policy Logs

PolicyLogCreated user20rg1 TEST Policy Log
Policyt TEST Policy Log
PolicyLogDeleted user20rg1 TEST Policy Log
All Logs
ANEnryTypes  Connectorlogs  ComponentLogs  Policy Logs

SEC user20rg1TEST Component Log
PolicyLogCreated User20rg1TEST Policy Log
Policyl. TEST Policy Log
PolicyLogDeleted user20rg1 TEST Policy Log

June 13, 2025

April 24, 2025

April 24, 2025

April 24,2025

June 13, 2025

April 24, 2025

April 24, 2025
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Auther 1D Created Date: Modified Date:
w2e20rg1 TEST Fridey, June 13, 2026 1220 Friday, June 13, 20261220

Table Advanced

Timestamp

Author 1D Crested Date: Mcddied Date:
use20ng 1 TEST Fridey, June 13, 2025 1220 Fridey June 13,2025 1220

Table @ Advanced

ype®: "SEC")
“payload”: {
"componenthame”: "SEC",
": “login attempt log™,
1 "skd®

“timestamp": 1746021239

1

“created”: 1749806420021,

“modified”: 1749896439031,

“authorID™: “user2OrgiTesT®,

“docType”: "compomentiog”,

“wuid”: "84934225-6263-4¢35-9439-4440682b17¢8"
}

3.2.3 Primary Feature Progress

DRM Blockchain Core 85 8 90 90 9 9 90 90 90 90 60 100 100 100
DRM Blockchain Manager 70 70 70 70 75 75 75 75 75 75 75 80 85 85 90 90 90 90 90 90 90 90 90 90 90 100 70 100 100 100
Connector Monitoring 50 50 50 50 S50 60 60 60 60 60 60 60 70 75 8 80 80 80 8 8 80 8 80 90 90 100 50 75 100 100
Ledger Extractor 60 60 60 60 75 75 75 75 75 75 75 75 75 75 80 80 80 80 8 80 80 8 80 80 85 100 60 80 100 100
User Interface 40 60 60 60 60 65 65 75 75 75 75 75 75 75 75 75 75 75 75 75 75 75 75 75 75 100 40 60 100 100
DRM User Interface Backend 40 40 40 40 40 50 55 55 65 65 65 65 65 65 75 75 75 75 75 75 75 75 75 75 75 100 40 70 100 100
DRM Connector Monitoring EDC Extension 20 20 20 30 30 40 45 45 55 65 65 65 75 85 90 90 90 90 90 90 90 90 90 95 95 100 40 60 100 100

DELIVERABLE D3.3 - Data Governance and Methodologies - Outcomes Phase Il 16



www.dataspace2.eu ]

2

DATA SHARE

3.2.4 Activity

Between M18 and M30 the DRM module moved from a first integrated prototype towards a deployment-
ready module. Effort during this period concentrated in the following areas: Integration with the DS2
Connector (based on Eclipse Dataspace Connector - EDC), simplification and hardening of the blockchain layer,
completion of the data-management capabilities, Kubernetes-based deployment, and stabilisation driven by
use-case feedback.

The most significant new development was the DRM Connector Monitoring DS2 (EDC) Extension, which
connects the DRM logging pipeline directly to dataspace connectors. Work began by implementing the DS2
(EDC) “Monitor” interface and defining a log-data schema aligned with the existing Connector Log structure,
so that events captured at the connector are consistent with those already handled by the DRM. The extension
was then integrated with the Connector Monitoring sub-component, establishing an end-to-end ingestion
flow in which events travel from the DS2 Connector, through Connector Monitoring and the DRM Blockchain
Manager, and are finally notarised on the ledger. It was subsequently refactored to subscribe directly to EDC
runtime events through the event router, with dedicated subscribers for the principal EDC event categories —
assets, contracts, policies and data transfers -and a structured forwarding handler that produces consistent
log entries. Later iterations aligned the extension with the official EDC extension structure and development
guidelines, upgraded it to EDC version 15.1, introduced a configurable flag (enabled by default) to switch event
logging on or off at deployment time, and explored packaging strategies so that the extension can be reliably
distributed across runtime environments.

In parallel, the blockchain layer was simplified and optimised. The DRM Blockchain Core was refactored from
three separate smart contracts — one per log type — into a single unified chain code that handles all log
categories, with a dedicated logType attribute preserving the ability to distinguish and query the different
kinds of entry. This consolidation reduced maintenance effort and improved consistency, and the DRM
Blockchain Manager was updated accordingly. The Blockchain Manager also gained the ability to delete all
logs of a given type to support controlled testing, while the Ledger Extractor was extended to provide full
create, read, update and delete (CRUD) operations, giving downstream services and the Ul complete and
consistent access to stored log data. These workflows were validated for consistency across the Blockchain
Manager and Ledger Extractor.

A substantial part of the period was devoted to deployment. All DRM sub-components were updated for
compatibility with a Kubernetes-based ledger setup, and Kubernetes deployment manifests were created for
each sub-component; deployment was further exercised using a local kind cluster as a step towards
production-grade container orchestration. Helm charts were produced to support deployment of the DRM on
the DS2 IDT. Several iterations addressed practical deployment concerns, including correcting the Docker
Compose configuration for smooth installation in test environments, evaluating and selecting a preferred
production-deployment approach suited to the underlying blockchain framework, and preparing updated
Docker images for the DRM User Interface.

The closing iterations focused on stabilisation and readiness for validation. The team supported pilot partners
in setting up and testing the DRM, fixed issues identified in the blockchain and refined the dashboard in
response to use-case feedback and performed final refinements across the sub-components and deployment
configurations to improve overall stability and consistency. By M30 all DRM sub-components were complete,
and the module, together with the DRM Connector Monitoring EDC Extension, was ready for the final
validation and demonstration activities; the remaining effort to M36 is dedicated to the use-case validation
and demonstration rather than further development.
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3.2.5 Use Case Validation Plan

KEY: Default install, Specific To Case
UC = Validation UC = Validation
Module ID Precision Agriculture Green Deal City Scape
DRM uc2.2 UC1.1, UC1.2

3.2.6 Changes from M18

e None

4 OTHER ACTIVITIES

4.1 DS2 Risk Knowledgebase

As described in D3.2, the DS2 Risk Knowledge base supports the assessment of risks associated with data
sharing, with a specific focus on data sovereignty. The Knowledgebase provides the foundation for the
Sovereignty Decision Support System (SDS), which is implemented through the Spyderisk software and
supports the identification, modelling, and assessment of risks before reaching a Data Sharing Agreement
(DSA).

Specifically, the work started from policy attributes derived from the IDSA document mapping them to the
identified threat to understand their relevance. This was followed by an exercise with the Use Cases to
prioritise them according to the importance in the DS2 UC.

This work allowed the Knowledge base to link the identified threats to realistic scenarios. For example, policy
attributes concerning access, purpose, location, time-based usage, modification, security certification,
economic conditions, and consent were considered in relation to the types of risks that may arise in data-
sharing scenarios.

An example of the refinement work carried out in the Knowledgebase is shown below.

Threat name Refinement / link with other modules Mapping to IDSA policy IDs

The compliance check now links the data transfer
process to a logging process. The threat exists if this
connection is not present.

Lack of or inadequate visibility of
data flows

#PS19 Logging obligation;
#PS20 Notification obligation

The compliance check now links Policy to data and
to the data transfer process. The check refers to #PS11 Data deletion obligation
whether the relevant policy control is present.

Inability to withdraw shared data
without undue delay or at all

Table 1: example of KB refinement and implementation

By M30, the DS2 Risk Knowledge base has been completed and integrated into Spyderisk. Early validation
activities have also been carried out with Use Case partners to assess the relevance and applicability of the
Knowledge base in practical DS2 scenarios and to create the related system models. Feedback from these
activities has informed bug fixing, refinement of the Knowledge base content, and improvements to its
integration within the software. This work provides the basis for further validation and demonstration in the
final phase of the project.
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4.2 DS2 policy and policy management

The development of the DS2 opportunity-based method, aiming to interlink regulatory and business
opportunities to the data space data lifecycles and technical implementations through identifying data
products and the enabling technology (the approach that was described in D3.1), has continued by focusing
on the Theme 5 Enabling Technology in close co-operation with the Use Cases and relevant DS2 Module
owners.

The following sub-sections address the implementation of enabling technology, focusing especially on policies
(Data Access and Data Usage). These policies are at the core of contract-based data transactions and an
integral part of the data-sharing contracts. As part of the work, a minimum viable policy flow was identified
and related policy vocabulary generated (see Section 4.3). It is based on the analysis of the policy aspects
present in the rulebooks of the Use Cases, current developments in the data spaces related standards, and
identified functionalities of and interactions between the DS2 Modules.

The overall interactions between functionalities needed for implementing policies on data transaction level
can be generalized as indicated in Figure 2. The policy creation cannot be isolated from other processes, such
as data product creation, therefore the process was re-iterated to cover the related functions that
implementation of the minimum viable data product creation would require.

Asset management
v
Contract negotiation Policy enforcement ——
Asset creation X
Connector (Provider)
A
Contract offer creation SO [Io6ES »  Contract > Logging
catalogue catalogue
Policy creation Connector (Consumer)

y Contract negotiation

Policy management

Figure 2: Policy process generic implementation

In Figure 3 are elements of parts of the policy process: Policy creation, embedding into a data product
through offer creation, publication, discovery, offer acceptance, policy enforcement and optional logging.
The PAE parts of the process only occur in the backend and are not directly visible to users although are
essential parts to ensure handling the full policy life-cycle. The core DS2 modules involved in the MVP policy
process are IDM, L-CAT, L-PCR, PAE and G-CAT and DRM may be optionally used.
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. enforcement |
! (Provider) !
- |, _‘ ________ |
Asset creation r
DRM
Offer creation
Logging
Data offer
acceptance
(Consumer)
L-PCR

Policy creation

Figure 3: Example of Policy process in DS2

4.3 DS2 Policy and Metadata Vocabularies

4.3.1 Background

For different modules within the DS2 project to effectively integrate with each other, a common, shared
language was needed at two levels. Firstly, an agreed set of defined and expressed Policies that could be
attached to an individual dataset and that could be adaptable for use at the Data Space level as well. In
particular, the PCR and PAE modules (an extension of the DS2 EDC-based connector), responsible for creating
and enforcing policies respectively needed this shared Policy vocabulary. Secondly, an agreed set of meta data
fields that effectively describe the datasets themselves. This is particularly beneficial for the Global and Local
CAT modules and the DMK module, where data offers are created, listed and purchased respectively.

4.3.2 DS2 Policy Vocabulary

Initially a literature review of existing policies was undertaken, drawing in particular, but not exclusively, on
sources provided by the International Data Space Association (IDSA). This provided a clear understanding of a
‘Policy Class’ as an important overarching area within which individual data usage control policies that provide
the “building blocks for expressing data sovereignty requirements...[that aim to ensure]...a shared
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understanding” ! of the permissions and restrictions that apply to shared data by both data providers and data
consumers are situated. Next, twenty-three individual policy classes were identified and aggregated from the
literature, see Figure 4 below.

1 2 ? i 5 6

Access Purpose Event-Based Location of Time-Based Number of

Permission / Restriction Restriction User / Storage Usage Usage

Prohibition Restriction Restriction Restriction

7 8 9 10 1 12

Concurrent Processing Bandwidth Data Quality Data Deletion | | Data

Connections Resource Limitation Requirement Obligation Modification

Restriction Limitation in Transit

12 1 15 16 17 18

Data System Security Encryption Anonymisation| | Aggregation

Modification Security State Certification Requirement Requirement Requirement

at Rest Restriction Requirement

19 20 21 2 22 Initial Set of 23

Logging & Delegation / Economic Consent Fine-Grained Policy Classes

Notification Onward Conditions ReqUirement Action Derived from: Steinbuss et al.

Obligation Sharing Control Restriction oo Lo
(2020); & Sitra (2025)

Figure 4: The Initial Set of DS2 Policy Classes

To reduce this lengthy list to one which could be reasonably implemented a workshop session was held with
all DS2 partners (technical and Use Case) as part of the Plenary held in Oulu in January 2026. Here a collective
co-design process of Prioritisation — determining the most relevant classes for each of the DS2 Use Cases. This
resulted in a final selection of the following policy classes:

Access

Purpose

Location

Time-based Usage

Data Modification in Transit
Security Certification
Economic

Consent

Next, in a series of Policy Identification meetings with the technical partners responsible for the relevant DS2
modules (PCR, PAE, DLM (EDC & L-CAT), a semantic assessment was made, whereby existing individual policies
as described within the Open Digital Rights Language (ODRL) vocabulary were identified and assigned to one
of the selected policy classes. The ODRL vocabulary is a standard way to express permissions, prohibitions,
and duties so data and content usage terms can be described consistently and interoperably, and as such form
the key foundation for the DS2 Policy Vocabulary. Consequently, the DS2 Policy Vocabulary is built on the

1 Jung, C., & Dérr, J. (2022). Data Usage Control. In: Otto, B., ten Hompel, M., Wrobel, S. (eds) Designing Data Spaces.
Springer, Cham. https://doi.org/10.1007/978-3-030-93975-5 8.
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ODRL Vocabulary & Expression v2.22. Significant challenges were identified when aligning the ODRL vocabulary
with the Eclipse Dataspace Connector (EDC) Vocabulary used by the DS2 Connector, which required bespoke
ODRL extensions to be written.

Finally, a process of Enforceability — identifying which classes can be reasonably enforced automatically - was
undertaken and resulted in the eleven individual policies being sub-divided into those that were machine-
enforceable and those which were not, as follows:

Policy Class ODRL Policy Machine-enforceable
Access Known Yes
Unknown Yes
IDS Connector Yes
Purpose Purpose No
Location Geospatial named area No
Time-based Usage Duration Yes
Data Modification in Transit | ODRL-compliant Modification Actions Yes
Security Certification Security Check Yes
Economic Compensate Yes
Commercial Use No
Consent Attribution No

Finally, a DS2 Policy Vocabulary document was produced and distributed across all relevant technical partners
in the project (see Appendix A).

4.3.3 DS2 Dataset Metadata Vocabulary

The second critical vocabulary developed within WP3 concerned the metadata fields that needed to be
captured to effectively describe the datasets themselves. This was particularly useful for the DS2 catalogues
(G-CAT and L-CAT), the marketplace (DMK) and the Connector (DLM-EDC module). As such, a workshop and
multiple follow-up meetings involving WP3 and the relevant technical partners were held, during which a
process of Prioritisation was undertaken.

In this case, the source material for the DS2 Dataset Metadata Vocabulary was based on the Open Data
Product Specification (ODPS) Schema® (The Open Data Product Specification (ODPS) Schema is a machine-
readable standard for describing data products consistently so they can be found, compared, and used
interoperably across organisations and tools, and as such is ideally suited to DS2.

The process of Prioritisation resulted in a core set of fields (some with sub-fields) being identified and defined,
along with bespoke additional variables and/or instances particular to DS2 (marked with * in the table below),
as follows:

ODRL Variable Description Sub-divisions / Instances
assetID Data asset identifier n/a
AssetVersion The version of the data asset n/a
name Human-readable data asset title n/a

2 https://www.w3.org/TR/odrl-vocab/#introduction) and the ODRL Information Model (v2.2) (https://www.w3.org/TR/odrl-

model/#intro).

3 https://opendataproducts.org/v4.0/#open-data-product-specification ; https://opendataproducts.org/v4.0/schema/odps.json ;

https://opendataproducts.org/v4.1/#open-data-product-specification-the-linux-foundation).
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description Human-readable data asset description n/a
tags Keywords Industrial Domain
creatorName organisation(s) that created the data legalName: The official name of the
organisation, e.g. the registered company
name
contactName: Contact person name
email: Email to be used in contacting the
organisation
URL: URL of the organisation
*DS2UID: Unique DS2 ID of participant
dataHolder Organisation responsible for distributing | Breakdown as above
created When the data asset was created n/a
updated When the data asset was last updated n/a
format Specifies the data format of the data JSON / XML / CSV / Excel / Zip / plain text /
asset GraphQL / MCP / *JPEG / *PNG / *MP4 /
*AVI / *PDF
*dataSpaceName | Name of the original hosting Data Space | n/a

*dataSpacelD

Original hosting Data Space identifier

type

The type of data asset

raw / derived / *synthetic /
*observational / *transactional /
*unstructured / *cleaned / *validated /
*enriched / *aggregated / *fully
anonymised / *pseudonymised

pricingPlans

Pricing information related to a data
asset

price: The offer price of a data asset

unit: The type of pricing model to be used:
one-time-payment / recurring time-period
based

billingDuration: Specifies for how long this
price will be billed: day / week / month /
*quarter / year

priceCurrency: The primary currency used
in pricing

Finally, a DS2 Dataset Metadata Vocabulary document was produced and distributed across all relevant
technical partners in the project.

Together, these two Vocabularies were critical in enabling multiple technical partners across multiple work
packages to be able to develop modules that were integrated and interoperable.
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4.3.4 Policy Creation

The DS2 Policy Module (PCR) serves as a tool for Data Space participants (e.g. authorities, providers),
facilitating the viewing, creation, comparison and negotiation of dataspace policies through an intuitive user
interface (Ul), which can then be matched against other dataspace policies. This module leverages the Open
Digital Rights Language (ODRL) to offer a sophisticated yet simplified approach to policy generation. Each
policy created through the Ul is automatically exported as a JSON file, containing all necessary metadata and
ready for storage or sharing. The PCR module also enables dataspace authorities to manually compare policies
either within a single dataspace or across multiple dataspaces through a text-based comparison feature. It is
developed in WP6 in D6.2. The module has since been fully implemented and is available within the DS2 IDT.

4.3.5 Policy Enforcement

The primary function of the Policy Agreement and Enforcement Module (DS2 PAE) is to ensure compliance
with the established policies and regulations governing data exchange among participants of different data
spaces. Policies, regulations, and agreements are considered synonymous under the term policy. The module
is built as a set of extensions of the DS2 EDC Connector which is part of IDT.

Policies serve two main purposes: Access Control and Usage Control. Access Control determines whether
access to data is granted or denied. Usage Control dictates how the data can be used once access is granted.

In the context of dataspaces, policies define who can access the data and under what conditions it may be
used. The PAE module enforces the policies associated with a data-sharing contract—an agreement between
a provider and a consumer.

Policies are evaluated before any data transmission begins and during it. Rules that cannot be automatically
enforced are simply recorded alongside the contract for accountability purposes. These rules may later require
monitoring or human oversight.

The Policy Agreement and Enforcement Module could optionally notify relevant components when such
actions are required, ensuring that data sharing complies with the agreed-upon policies throughout its
lifecycle. PAE is described in detail in D4.2.

4.4 Monitoring

The DS2 Digital Rights Management (DRM) module provides a blockchain-based mechanism for managing,
tracking, and validating data rights transactions within and across dataspaces. It records key actions - such as
data access, usage, and policy enforcement events in a secure, tamper-resistant way, creating immutable and
verifiable logs. These records help ensure transparency, traceability, and accountability among participants,
while supporting compliance with data usage agreements. The DRM module can be used by individual
participants or by multiple participants in the same or different dataspaces. For example, SEC module uses
DRM to store events that can be used in a security audit. Additionally, other DS2 modules that interact with
data can also submit logs to the DRM system, contributing to a consistent and trustworthy audit trail across
the DS2 framework. A user-friendly interface is provided to allow participants to view their transaction and
policy logs, enabling easy access to detailed records and improving the visibility of data-related activities. By
M30 the DRM module has been fully implemented and integrated with the DS2 connector through a dedicated
Connector Monitoring EDC Extension, establishing an end-to-end pipeline in which connector events are
captured and notarised on the ledger. The module is complete, available through DS2 IDT, and is presented in
detail in Section 3.2.
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KPI Status:

KPI ID Description Status

KP13.1 Data owner respondents confirm that the modelling Working with the UC is ongoing but not yet completed.
tools enable them to understand the risks of sharing
data and to better control their sovereignty over it
when shared.

KP13.2 KPI 3.2: Practitioner respondents (e.g. data users) Working with the UC has progressed and it will be further
confirm that the regulatory guidance better enables verified in the incoming months.
them to understand and comply with the relevant
legislation in complex data sharing situations.

KP13.3 KPI 3.3. Data owner respondents confirm that the DRM module has now been deployed and tested with
blockchain DRM system gives them greater pilot partners, and end-to-end logging from the
confidence in sharing data over its complex lifecycle. connector to the ledger has been demonstrated. The KPI

will be quantified once the use cases have exercised the
system with end-users during the validation phase.

KP13.4 KPI 3.4. Respondents (primarily data owners) confirm | Working with the UC is ongoing confirming that the
that the barriers identified are correct and that the barriers and perceived threats identified in DS are
suggested means of lowering them are effective. consistent with the thinking of the stakeholders.

Primary Risks (Those in DS2 Risk Register whose likelihood/impact are both > Low):

e None
Primary Issues:
e N/A
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6 CONCLUSION

This deliverable provides a comprehensive overview of the progress made in WP3 up to M30 of the project,
with a particular emphasis on data governance, risk assessment, policy management, and methodology
development. Since M18 (c.f. D3.2), the work has moved WP3 from the definition and initial implementation
of its main concepts towards their consolidation, integration, and validation in the software. This progress has
included significant improvements to the software components (DRM and SDS), closer interaction with the
Use Cases for validation purposes, further elaboration of the policy lifecycle, the Risk Knowledgebase, and the
process for data product creation.

The software modules included in WP3 have been described in detail. By M30, both the SDS and DRM modules
have been completed. WP3 continues to adhere to the DS2 agile methodology, working in two-week sprints
supported by regular coordination meetings and milestone reporting.

Looking forward, WP3 will focus primarily on supporting the Use Cases, validation and demonstration
activities, final refinements, and completion of the remaining documentation.
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ANNEX A: DS2 POLICY VOCABULARY

The purpose of this document is to define the Policies and their ODRL expressions that will be available in the
PCR Module, (some) enforced by the PAE Module, and usable (e.g. available, elements presented) by
CAT/MKT modules.

In this first release version only a set of basic, but important, elements are provided which enables DS2 to
demonstrate and validate how different policy elements are handled. Subsequent version will enhance this.

The DS2 Policy Vocabulary is built on the ODRL Vocabulary & Expression v2.2 here:
https://www.w3.org/TR/odrl-vocab/#introduction and the ODRL Information Model (v2.2) as described here:
https://www.w3.org/TR/odrl-model/#intro

Where the ODRL 2.2 Vocabulary does not align with the Best Practice Vocabulary (BPV) and/or the Eclipse
Dataspace Connector (EDC) Vocabulary extensions will need to be written as required
Code snippets are in JSON-LD. All code snippets are exemplars only.

A.1Overview
A.1.1 Core DS2 Policies (Non-Enforceable)

e Attribution - https://www.w3.0org/TR/odrl-vocab/#term-Attribution

e Commercial Use - https://www.w3.org/TR/odrl-vocab/#term-CommericalUse
e Purpose - https://www.w3.0org/TR/odrl-vocab/#term-purpose

e Geospatial Named Area - https://www.w3.org/TR/odrl-vocab/#term-spatial

These policies cannot be enforced by the PAE Module.

These policies have been indicated by the Use Cases (as per their DS rulebooks) to be highly relevant.
Policies 1 & 2 relate to licencing restrictions connected with Open Datasets with particular reference to
Creative Commons licences.

Policy 3 enables purpose restrictions to be applied (e.g. Educational use).

Policy 4 restricts use to a geographical area (e.g. Europe)

A.1.2 Core DS2 Policy Statements (Enforceable)

e Attribution
e Duration - https://www.w3.org/TR/odrl-vocab/#term-dateTime
o Access Permission:
a. Known
b. Unknown
c. Connector type
d. Connector version
e Data Modification in Transit - https://www.w3.org/TR/odrl-vocab/#term-modify
e Compensate - https://www.w3.0org/TR/odrl-vocab/#term-compensate
e SDS Risk Level

These policies can be enforced by the PAE Module.
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These policies have been indicated by the Use Cases (as per their DS rulebooks) to be highly relevant.
Policy 5 is a bespoke DS2 policy requiring the use of the SDS module for conducting a security check.

A.2 Core DS2 Policy Statements (non Enforceable)
A.2.1 Attribution

Definition: the requirement for credit to be given to the copyright holder and/or author of the asset.

Code snippet:
{
"@context": [
"http://www.w3.org/ns/odrl.jsonld",
{
"cc": "http://creativecommons.org/ns#"
}
1,
"@type": "Set",
"uid": "http://example.com/policy:attribution-001",

"permission": [
{
"target": "http://example.com/asset:1234",
"assigner": "http://example.com/party:publisher",
"assignee": "http://example.com/party:user",

"action": "use",

"duty": [
{
"@type": "Duty"'

"action": [
"http://www.w3.org/ns/odrl/2/attribution",
"cc:Attribution"

1,
"assignee": "http://example.com/party:user",

"constraint": [

{
"leftOperand": "attributedParty",
"operator": "eq",
"rightOperand": "http://example.com/party:creator"
}
]

}
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e The duty uses the ODRL ‘attribution’ action IRl (http://www.w3.org/ns/odrl/2/attribution) and also
references the Creative Commons cc:Attribution term so that both vocabularies are aligned.
e Asimple ‘constraint’ (with a custom leftOperand name) indicates who must be credited; in a

concrete profile you would replace this with whatever attribution-specific constraint vocabulary your
profile defines (e.g. name, URL, label).

A.2.2 Commercial Use

Definition: Grants explicit permission to use the asset for commercial purposes. The absence of a Commercial
Use Policy within the Data Product indicates that the asset cannot be used for commercial purposes.

Code snippet:

{
"@context": [

"http://www.w3.org/ns/odrl.jsonld",
{
"cc": "https://creativecommons.org/ns#"

}
]I

"@type": IISet"’
"uid": "http://example.com/policy:commercial-use-001",

"permission": [
{

"@type": "Permission",

"target": "http://example.com/asset:1234",
"assigner": "http://example.com/party:rightsholder",
"assignee": "http://example.com/party:user",

"action": [
"use"’
"cc:CommercialUse"

/* Optionally: add constraints such as purpose, territory, etc.
"constraint": [

{

"leftOperand": "purpose",

"operator": "eq",
"rightOperand": "http://example.com/purpose:commercial"

}
]
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e The permission expresses that the ‘assignee’ may use the asset and, more specifically, that such use
is allowed for commercial purposes via ‘cc:CommercialUse’ as an additional action term.
e Optional ‘constraint’ blocks can further refine what counts as commercial use in a given profile but
are not mandated by the vocabularies themselves.
A.2.3 Purpose
Definition: A defined purpose type for the asset. This is independent of whether that asset can or cannot be
used for Commercial purposes. For example, the asset may be used for purpose type: Education which would
limit the use of the asset to educational purposes only. [NOTE: the existence in the Data Product of a separate
Commercial Use Policy would then also allow that educational purpose to be for commercial activities]

Defined Purposes (generic namespaces):

e http://example.org/purpose/research — research use

e http://example.org/purpose/academic-research — academic/non-commercial research

e http://example.org/purpose/clinical-research — clinical or biomedical research

e http://example.org/purpose/public-health — public-health surveillance, service improvement

e http://example.org/purpose/statistical-analysis — statistics and modelling

e http://example.org/purpose/quality-improvement — QA, audit, service improvement

e http://example.org/purpose/product-development — developing or improving
products/services

e http://example.org/purpose/analytics — general data analytics / Bl

e http://example.org/purpose/ai-training — training, validating or testing Al/ML models

e http://example.org/purpose/marketing — marketing and advertising

e http://example.org/purpose/customer-profiling — profiling/segmentation of individuals or
customers

e http://example.org/purpose/risk-assessment — risk scoring, fraud detection, credit/insurance
risk

e http://example.org/purpose/operations — routine operational support, logistics, planning

e http://example.org/purpose/regulatory-reporting — regulatory or statutory reporting

e http://example.org/purpose/policy-making — policy analysis and decision making

e http://example.org/purpose/education — teaching, training, learning resources

e http://example.org/purpose/open-science — open science / open data reuse

e http://example.org/purpose/non-commercial — any non-commercial purpose

Code snippet:

{
"@context": [
"http://www.w3.org/ns/odrl.jsonld"

]l

"@type": “Set“’
"uid": "http://example.com/policy:purpose-001",
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"permission": [
{

"@type": "Permission",

"target": "http://example.com/asset:1234",
"assigner": "http://example.com/party:data-provider",
"assignee": "http://example.com/party:data-user",

"action": [
"read",

use

]l

"constraint": [
{
"@type": "Constraint",
"leftOperand": "purpose”,

"operator": "eq",
"rightOperand": "http://example.com/purpose:research"

e The ‘purpose’ term in ODRL 2.2 is used as a leftOperand in a ‘Constraint’ to restrict a permission,
prohibition or duty to a specific purpose (e.g. research, marketing, education).

e operator: "eq" states that the current use is allowed only if its purpose equals the specified value.

e rightOperand holds a profile-specific IRI for the allowed purpose (here .../purpose:research); see
above for the defined set of purpose IRIs (e.g. research, marketing, analytics, etc.).

A.2.4 Geospatial Named Area
Definition: A named and identified geospatial area with defined borders which is used for exercising the action
of the Rule. An IRI MUST be used to represent this value - this should be taken from GeoNames using the

pattern: https://www.geonames.org/{geonameld} [NOTE: e.g. https://www.geonames.org/6255148
indicates the continent of Europe]

Code snippet:

{
"@context": [

"http://www.w3.org/ns/odrl.jsonld"
1,

"@type": IISetll’
"uid": "http://example.com/policy:spatial-europe-001",
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"permission": [
{

"@type": "Permission",

"target": "http://example.com/asset:1234",
"assigner": "http://example.com/party:data-provider",
"assignee": "http://example.com/party:data-user",

"action": "use",

"constraint": [
{
"@type": "Constraint",
"leftOperand": "spatial”,

"operator": "eq",
"rightOperand": " https://www.geonames.org/{geonameld}"

Notes:
e The ODRL ‘spatial’ term is used as a constraint indicating the geospatial area in which a permission
(or prohibition/duty) applies.

A.3 Core DS2 Policy Statements (Enforceable)

A.3.1 Duration

Description: The period of time during which a dataset is available for use. Right operand value MUST be an
xsd:date or xsd:dateTime as defined by [xmlIschemal1-2].

Code snippet:
{

"@context": [
"http://www.w3.org/ns/odrl.jsonld",

{
"xsd": "http://www.w3.0rg/2001/XMLSchema#"

}
],

"@type": IISetII'
"uid": "http://example.com/policy:datetime-001",

"permission": [

{

"@type": "Permission",
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"target": "http://example.com/asset:1234",
"assigner": "http://example.com/party:data-provider",
"assignee": "http://example.com/party:data-user",

"action": "use",

"constraint": [
{
"@type": "Constraint",
"leftOperand": "dateTime",
"operator": "gte",
"rightOperand": {
"@value": "2026-02-01T00:00:00Z",
"@type": "xsd:dateTime"
}
2
{
"@type": "Constraint",
"leftOperand": "dateTime",
"operator": "It",
"rightOperand": {
"@value": "2026-03-01T00:00:00Z",
"@type": "xsd:dateTime"

e dateTime is used as a leftOperand in a Constraint to restrict when a permission (or prohibition/duty)
is valid.

e rightOperand is an XSD date/time literal (here xsd:dateTime); ODRL examples also allow xsd:date
when only a date is needed.

e operator values like gte, gt, It, Ite are used to define start/end instants or validity intervals for the
rule.

A.3.2 Access Permission
A.3.2.1 Known Access Permission

Description: Allows the asset to be used only by the consumer whose identifier equals [IDENTIFIER] (as
provided by the Data Provider), and no other consumer.

Code snippet:

{
"@context": "http://www.w3.org/ns/odrl.jsonld",
"@id": "http://example.com/policy:psl-access-control",
"@type": "Agreement"”,
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"label": " Access Permission and Prohibition Policy",
"description": "AAccess control for data consumers",
"uid": "http://example.com/policy:psl-access-control",

"assigner": {
"@type": "Party",
"@id": "http://example.com/party:data-provider",
"profile": "http://example.com/profile:idsa#DataProvider"
2

"assignee": {
"@type": "Party",
"@id": "http://example.com/party:data-consumer",
"profile": "http://example.com/profile:idsa#DataConsumer"

b

"target": {

"@type": "Asset",

"@id": "http://example.com/asset:dataset",

"profile": "http://example.com/profile:dspace#Dataset"
|3

"permission": [
{
"@type": "Permission”,
"target": "http://example.com/asset:dataset",
"assignee": "http://example.com/party:data-consumer",
"action": "use",
"constraint": [

{

"leftOperand": "assignee",

"operator": "eq",
"rightOperand": "http://example.com/party:consumer|D-XXXXXX"

e

2
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e This creates a whitelist-style access control where only one specific, pre-identified consumer can use

the data—classic "access for known parties only" semantics.

o The eq operator makes it non-negotiable: wrong ID = no access.

A.3.2.2 Unknown

Note 1: where the Data Consumer is unknown then the Data Provider will NOT create a Policy for Access

Permission which will mean it will default to ‘all DS2- members are able to access’.

Note 2 [For Future Development only]: where only a certain sub-group of DS2-linked members are allowed

access then either a role-based function or a group/list-based function will be required.

A.3.3 IDS Connector Type
Description: Specifies which connector is used
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In the context of DS2 there is only one possible connector (so far) that can be used by all participants which is
the DS2 EDC Connector. Thus, this policy will exist only at the DS2 level and is more of a statement to potential
DS2 users they need to use a specific connector. It implies that any participant operating within the DS2
technology stack may only connect and interact through an Eclipse Dataspace Connector (EDC). Non-EDC
connectors are not allowed.” Note Connector version, which is more transient, is specified in the next element

type.

Code snippet:

{

"@context": [

"http://www.w3.org/ns/odrl.jsonld",

{

"dc":"http://purl.org/dc/terms/",
"ids":"https://w3id.org/idsa/core/",
"idsc":"https://w3id.org/idsa/code/",
"ds2":"https://example.org/ds2/",
"xsd":"http://www.w3.0rg/2001/XMLSchema#"

}

1,

"@type":"Set",
"uid":"https://example.org/policy/ds2-edc-only-001",
"profile":"http://www.w3.org/ns/odrl/2/core",

"dc:title":"DS2 EDC-Only Connector Policy",

"dc:description": "All participants interacting within the DS2 technology stack must use only an Eclipse
Dataspace Connector (EDC).",

"dc:creator": "https://example.org/ds2/governance-authority",
"dc:issued": "2026-03-06T12:00:00Z",

"permission": [
{

"target": "https://example.org/ds2/environment/technology-stack",
"action": "use",

"constraint": [

{

"leftOperand": "idsc:CONNECTOR",

"operator": "isAnyOf",

"rightOperand": [

{

"@value": "urn:connector-type:eclipse-edc”,

"@type": "xsd:string"

}
]
}
]
}
]
}
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Notes: None

A.3.4 IDS Connector Version
Description: A consumer is allowed to use DS2 interaction only if it has deployed the EDC connector version is
specified by the provider, and as checked by the PIP.

Code snippet:

{

"@context": [

"http://www.w3.org/ns/odrl.jsonld",

{

"dc": "http://purl.org/dc/terms/",

"ids": "https://w3id.org/idsa/core/",

"idsc": "https://w3id.org/idsa/code/",

"ds2": "https://example.org/ds2/",

"xsd": "http://www.w3.0rg/2001/XMLSchema#"

}

1,

"@type": "Set",

"uid": "https://example.org/policy/ds2-edc-version-match-001",
"profile": "http://www.w3.org/ns/odrl/2/core",

"dc:title": "Consumer EDC Version Match Policy",
"dc:description”: "A consumer may interact only if its deployed EDC version matches the provider-required
EDC version.",

"dc:creator": "https://example.org/ds2/governance-authority",
"dc:issued": "2026-03-06T12:00:00Z",

"permission": [
{
"target": "https://example.org/ds2/interaction/federated-data-exchange",

"action": "use",
"constraint": [

{

"leftOperand": "ds2:consumerConnectorVersion",

"operator": "eq",

"rightOperand": {

"@value": "0.14.1",

"@type": "xsd:string"

2

"ids:pipEndpoint": [

{

"@type": "ids:PIP",

"ids:interfaceDescription": {

"@value": "https://example.org/pip/connector-version-check/openapi.yaml",
"@type": "xsd:anyURI"

2

"ids:endpointURI": {

"@value": "https://example.org/pip/connector-version-check",
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"@type": "xsd:anyURI"

}
}
]
}
]
}
]
}

Notes:

e Participants may use different versions of the same connector, and these are not necessarily
compatible

e This is generally a participant level policy

e “0.14.1” is the example version number. This is available from a participants IDT as each connector
is deployed

e While this code is valid ODRL 2.2 JSON-LD and works with IDS Dataspace Connectors, the EDC
vocabulary uses its own ‘context’ and has a different understanding of ‘Agreement’ (which it
considers for negotiated contracts not for policies) and doesn’t support IDS extensions — so it is not
compatible.

e ids:endpointURI links to a Policy Information Point service which the enforcement engine can call to
resolve or verify connector information at runtime (e.g. mapping a technical connection to a
registered connector identifier). This makes the constraint operational rather than purely
declarative.

A.3.5 Data Modification in Transit

Description: The requirement to modify the asset in some way during transit before allowing consumer access.
A new asset is not created by this action.

This policy specifically excludes anonymisation of data (should the data need to be anonymised then the Data
Provider must do so before creating the asset and indicate its anonymisation status when creating the asset).
Side note: The modification action will be implemented by the DS2 DINS Module

A.3.5.1 ODRL-compliant Modification Actions:
Transform - used to convert the Asset into a different format for consumption on transfer to a third-party
system
{
"@context": "http://www.w3.org/ns/odrl.jsonld",
"@type": "Set",
"uid": "http://example.com/policy:data-transform-in-transit",
"label": "Data Modification In Transit - Transform Policy",
"description": "Permits transformation of data during transit (e.g., format conversion, compression)",
"target": "http://example.com/asset:in-transit-data-stream",
"assigner": "http://example.com/party:data-provider",
"assignee": "http://example.com/party:data-processor",
"permission": [
{
"@type": "Permission"”,
"target": "http://example.com/asset:in-transit-data-stream",
"action": "http://www.w3.org/ns/odrl/2/transform",

DELIVERABLE D3.3 - Data Governance and Methodologies - Outcomes Phase |l 37



www.dataspace2.eu

e

2

DATA SHARE

"assignee": "http://example.com/party:data-processor",
"constraint": [

{
"leftOperand": "purpose”,
"operator": "eq",
"rightOperand": "format-conversion"
2
{
"leftOperand": "fileFormat",
"operator": "eq",
"rightOperand": "application/json"
}
1,
"output": {
"@type": "Asset",
"@id": "http://example.com/asset:transformed-data-stream",
"relation": "http://www.w3.org/ns/odrl/2/target"

Notes:

e This Set policy authorizes a data processor to transform data in transit using the official ODRL 2.2

transform action IRI (http://www.w3.org/ns/odrl/2/transform)
Key Elements:

e Action: Explicitly uses the transform IRI for data modification (e.g., format changes, compression,

filtering).
Constraints: Limits to specific purpose (format-conversion) and output format (application/json).
Output: Defines the resulting transformed asset, enabling downstream policy chaining.

In-Transit Context: Applies to streaming/processing scenarios where transformation occurs between
access and final delivery.

Customise: Replace asset/party IDs and constraints with required domain specifics.

Aggregate — the requirement to use the asset or parts of it as part of a composite collection on transfer to a
third-party system

{

"@context": "http://www.w3.org/ns/odrl.jsonld",

"@type": "Set",

"uid": "http://example.com/policy:data-aggregate-in-transit",
"label": "Data Modification In Transit - Aggregate Policy",
"description": "Permits aggregation of data during transit (e.g., summarization, averaging)",
"target": "http://example.com/asset:in-transit-data-streams",
"assigner": "http://example.com/party:data-provider",
"assignee": "http://example.com/party:data-processor",
"permission": [

{

"@type": "Permission",
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"target": "http://example.com/asset:in-transit-data-streams",
"action": "http://www.w3.org/ns/odrl/2/aggregate",
"assignee": "http://example.com/party:data-processor",
"constraint": [

{

"leftOperand": "purpose”,
"operator": "eq",
"rightOperand": "statistical-analysis"
2
{
"leftOperand": "unitCount",
"operator": "lteq",
"rightOperand": "1000"
2
{
"leftOperand": "method",
"operator": "in",
"rightOperand": ["avg", "sum", "count"]
}
1,
"output": {
"@type": "Asset",
"@id": "http://example.com/asset:aggregated-data-stream",
"relation": "http://www.w3.org/ns/odrl/2/target"

Notes:

e This Set policy authorizes a data processor to aggregate data in transit using the official ODRL 2.2
aggregate action IRI (http://www.w3.org/ns/odrl/2/aggregate)

Key Elements:
e Action: Explicitly uses the aggregate IRI for combining data (e.g., averages, totals, grouping).
e Constraints: Purpose limited to statistical-analysis with Maximum input unit count (<1000 records)
using Allowed methods: avg, sum, count only
e  Output: Defines the resulting aggregated asset for policy chaining
¢ In-Transit Context: Perfect for streaming aggregations in data pipelines
e Customise: constraints (unitCount, methods, purpose) and identifiers for the use case

Remove Content - to remove specific records, fields, or portions during transit to a third-party system.
Refinements specify deletion method (e.g., overwrite, shred). Uses the rightOperand: field-suppression
{

"@context": "http://www.w3.org/ns/odrl.jsonld",

"@type": "Set",

"uid": "http://example.com/policy:data-remove-in-transit",

"label": "Data Modification In Transit - Remove Content Policy",
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"description": "Permits removal of specific content during transit (e.g., field suppression, record deletion)",
"target": "http://example.com/asset:in-transit-data-stream",
"assigner": "http://example.com/party:data-provider",
"assignee": "http://example.com/party:data-processor",
"permission": [
{
"@type": "Permission",
"target": "http://example.com/asset:in-transit-data-stream",
"action": "http://www.w3.org/ns/odrl/2/delete",

"assignee": "http://example.com/party:data-processor",
"constraint": [

{

"leftOperand": "purpose",

"operator": "eq",

"rightOperand": "pii-removal"

2
{

"leftOperand": "hasPolicy",

"operator": "eq",

"rightOperand": "http://example.com/method/field-suppression"

2
{

"leftOperand": "attribute",

"operator": "in",

"rightOperand": [
"http://example.com/attribute:personalName",
"http://example.com/attribute:emailAddress"

]

}
1,
"output": {
"@type": "Asset",
"@id": "http://example.com/asset:content-removed-data-stream",
"relation": "http://www.w3.org/ns/odrl/2/target"

Notes:

e This Set policy authorizes a data processor to remove content (delete action) from data in transit

using the ODRL 2.2 core delete action (http://www.w3.org/ns/odrl/2/delete)
Key Elements:

e Action: ‘delete’ for content removal (fields, records, portions) without anonymization.

e Constraints: Purpose: ‘pii-removal’ (or similar) using Method: ‘field-suppression’ policy for Specific
Attributes (e.g. personalName, emailAddress...etc)

e  Output: Defines the resulting data stream post-removal

¢ In-Transit Context: For streaming processors that strip sensitive content before delivery
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e Customization: Adjust attribute list, purpose, and hasPolicy for exact removal criteria. This maintains
auditability while enabling compliant data cleaning in pipelines
A.3.6 Compensate
Description: The requirement to compensate by transfer of some amount of value for using or selling the
asset.
IMPORTANT: the EDC Connector Vocabulary DOES NOT natively implement ODRL financial duties such as odrl:
compensate (action)

Details: The price and priceCurrency information will be captured when creating the Data Offer (using the DS2
Data Offer Creation Module in the DS2 Connector) as per the ODPS Vocabulary (see document
DS2_Dataset_Metadata_Requirements-v2) and displayed in the CAT Module. Payments will be handled by the
DMK Module.

The Compensate Policy only indicates the existence of a compensation requirement for the use of the asset.

Code snippet:
{
"@context": "http://www.w3.0org/ns/odrl.jsonld",
"@type": "Set",
"uid": "http://example.com/policy:compensate-obligation",
"label": "Compensate Policy",
"description": "Requires compensation payment as duty for asset usage",
"target": "http://example.com/asset:protected-content",
"assigner": "http://example.com/party:content-owner",
"assignee": "http://example.com/party:licensee",
"permission": [
{
"@type": "Permission",
"target": "http://example.com/asset:protected-content",
"action": "http://www.w3.org/ns/odrl/2/use",
"assignee": "http://example.com/party:licensee",
"duty": [
{
"@type": "Duty",
"action": "http://www.w3.org/ns/odrl/2/compensate",
"compensatingParty": "http://example.com/party:licensee",
"compensatedParty": "http://example.com/party:content-owner",
"constraint™: [
{
"leftOperand": "refined: compensationRequired",
"operator": "eq",
"rightOperand": "true"

Notes:
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e The leftOperand: ‘compensationRequired’ is non-standard. It is defined as: Permission to use the
asset is dependent on compensation being provided to the ‘compensatedParty’ (it does NOT state
the amount or unit of the compensation)

A.3.7 SDS Risk Level
Description: The requirement that the Data Consumer has undertaken a Security Assessment using the DS2
SDS Module, achieved a certain SDS level, and received a credential for that.

Code snippet:

{

"@context": [

"http://www.w3.org/ns/odrl.jsonld",

{

"dc": "http://purl.org/dc/terms/",

"sds": "https://example.org/SDS/",

"sec": "https://w3id.org/security#",

"xsd": "http://www.w3.0rg/2001/XMLSchematt"

}

1,

"@type": "Set",

"uid": "https://example.org/policy/sds-security-checklevel-certificate-001",
"profile": "http://www.w3.org/ns/odrl/2/core",

"dc:title": "Security Check Policy via Certificate",

"dc:description": "Data access requires the participant to present a certificate/credential proving an SDS
check level meeting the minimum required threshold.",

"dc:creator": "https://provider.example.com/organization",

"dc:issued": "2026-02-27T09:30:00Z",

"permission": [

{

"target": "https://example.org/ids/data/asset-secure-dataset-456",
"assigner": "https://provider.example.com/organization",
"assignee": "https://consumer.example.com/organization",

"action": ["read", "use"],

"constraint": [

{
"leftOperand": "sds:RiskLevel",

"operator": "gteq",
"rightOperand": 2,

"dataType": "xsd:integer"

}I
{

"leftOperand": "sec:proof",

"operator": "isA",

"rightOperand": "sds:SDSRiskLevelCertificate"
}

]

DELIVERABLE D3.3 - Data Governance and Methodologies - Outcomes Phase |l 42



www.dataspace2.eu ]

2

DATA SHARE

Notes:

Participants can perform a risk assessment independently of this and in doing they can receive a certificate
from the SDS module, via IDM, certifying they reach a particular security ‘level’ — eg 02

Participant must present a certificate/credential stating SDSRiskLevel >= [N ](and optionally: issued by trusted
issuer / not expired / correct schema.
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